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1	Decision/action requested
[bookmark: _Hlk30754507]This contribution proposes to add Conclusion for UE capability transfer procedure for UEs without AS security for Rel 16 33.501
2	References
[1]	3GPP TS 33.501 "Security architecture and procedures for 5G System."
[2]	3GPP TR 33.861 " Study on evolution of Cellular IoT security for the 5G System."

3	Rationale
This contribution proposes to add the conclusion and solution for the UE Capability Transfer procedure for UEs without AS Security to the 33.501[1] based on the solutions proposed for Key issue 15 in 33.861[2].
GSMA sent an LS to SA3 and RAN2 describing the vulnerability in current 3GPP RRC specifications for the UECapabilityEnquiry procedure. Tampering of UE capabilities by MITM attacker on the radio surface was possible as Rel 15 TS 33.501 specification was allowing UE capability Enquiry to occur before RRC security establishment. MITM attack can cause a denial of service attack, as described in [2]. To address the issue, SA3 specified security protection of the RRC UE capability transfer procedure in 33.501 [8]. The fundamental requirement of the protection is that UE supports AS security. However, there is a type of CIoT devices that only support control-plane optimization. Such devices do not support AS security for UE capability transfer. For those devices, it is necessary to develop a security solution that enables the network to verify the UE radio capabilities provided by the UE.
Observation 1: Attackers may inject false UE radio capabilities for CIoT UEs that only support CP optimization. The attack may cause unexpected damage to those CIoT UEs, including but not limited to, service downgrade, denial of service, battery exhaustion as documented in 5.15.2 of 33.861[2]
The following table analyses the current solutions proposed in the 33.861[2] and provide a solution proposal to consider for this key issue for supporting RRC UE capability transfer for UEs without AS security. All the solutions are evaluated based on the editor notes received for the solution in the study [2]. 
	Solution
	System Impact
	RAN Modelling Impact
	Support for Legacy UEs
	Early Acquisition of Radio Capabilities
	IS MITM Attack prevented?

	6.26: 
	1. Hash of Radio capabilities in Registration Request message 2.  Messages to transfer the HASH between AMF and NG-RAN.
3. Additional IE in for HASH Carryover between RAN and network messages.
4. The cadence of HASH calculation needs to negotiate between UE and Network.
	1. Minimal RAN Modelling impact.
2. The solution is not Scalable.
	1. Legacy UEs need to be updated to calculate a new HASH and send it to the registration request.
	No Impact.
	1. Hash Verification allows UE capability verification.
2. A MITM attacker can always send a new HASH for UE in the Initial Registration request(Bootstrapped)
Note: Initial Registration request (initial NAS) is protected.1.
3. No option for confidentiality as MITM can still see the UE capability.
4. The solution is not scalable as the need to introduce hash calculation for every New RRC Vulnerability.

	6:27
	Policy Change at AMF on how to handle and store the UE capabilities for a shorter duration.*
	None
	Yes
	N/A
	NO No option for confidentiality, Integrity protection as MITM can still see the UE capability and tamper the UE capabilities. If you are sending the X over the air, then MITM can easily change it to Y.

	6.28 
	1. NAS Security is used for protecting the UE Radio Capability Info/Response.
2. Significant diversion from the existing UE Radio capability messages which occur between UE and RAN.
	Yes
	No. Legacy UEs and 5G non-CIOT UEs need to support NAS based UE capability procedure.
	No Impact
	Yes.

	6.29:
	1. Reuses RRC reestablishment for CIOT UEs for UE capability information response.
2. Addition of IEs for MAC in the UE capability information response message.
3. Encryption can be provided optionally.
	1.Minimal Impact. 
2. The method can be extended to other RRC messages which require security.
	Yes. CIOT RRC UEs already have a mechanism to support MAC calculation for RRC for the RRC Reestablishment procedure.
	No Impact
	Yes. Option to add encryption along with Integrity Protection.

	6.30
	Hash of Radio capabilities in the Registration Request message 
2.  Messages to transfer the HASH between AMF and NG-RAN.
3. Additional IE in for HASH Carryover between RAN and network messages.
4. The cadence of HASH calculation needs to negotiate between UE and Network.
	Minimal RAN Modelling impact.
2. The solution is not Scalable.
	Legacy UEs need to be updated to calculate a new HASH and send it to the registration request.
	No Impact.
	1. Hash Verification allows UE capability verification.
2. A MITM attacker can always send a new HASH for UE in the Initial Registration request(Bootstrapped)
Note: Initial Registration request (initial NAS) is protected.1.
3. No option for confidentiality as MITM can still see the UE capability.
4. The solution is not scalable as the need to introduce hash calculation for every New RRC Vulnerability.



For all the solutions evaluated above doesn't have any impact on Early Radio Capability acquisition.
Observation 2: Solution 6.28 introduces a NAS stratum-based UE capability transfer procedure compared to the current AS stratum-based procedure, which is not the preferred way to go forward. 
Observation 3: Policy-based solution, i.e., to keep the UE capabilities at the AMF looks simple in implementation but does not prevent and protect against the MITM attacks described key issue 15 of [2]. 
Observation 4: Hash of UE capability in Initial Registration is protecting against the MITM attack but is not scalable against any future RRC based attacks (a new solution and hash need to be introduced). Furthermore, the attacker can always send a new HASH by sending a new Initial registration request without NAS security. 
Solution 6.29 proposes to reuse RRC reestablishment integrity protection-based procedure (optional confidentiality protection) for UE capability information response to RAN using KNASINT based MAC. The AMF then compares the received UE capability Mac with its derivation of Mac and received capability; if successful, then the network is sure that the genuine UE capability information is sent without tampering. Upon successful verification, AMF stores the verified radio capability information; otherwise, it discards the capability and releases the connection.
Observation 5: Solution 6.29 proposed in [2] is scalable with minimal impact to the system and RAN modelling and prevents all security attacks described in key issue 15 of [2]. 
Based on the above observations, it is proposed to use solution 6.29 for RRC UE capability transfer procedure For Control Plane CIoT optimization UEs in Release 16.

4	Detailed proposal
It is proposed that SA3 approve the draft CR S3-200XXX for TS 33.501.


